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OIIPEJEJIEHUA

B Hacrosiem JOKyMEHTE UCIHOIb3YIOTCS CIEAYIOIINE TEPMUHBI U UX ONpEHe-
JICHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOsIasg W3 IepcoHana Hu
KOMILJIEKCa CPEJICTB aBTOMATU3AIlMU €r0 JEeATebHOCTH, pealu3yrolias uHpopMalu-
OHHYIO TEXHOJIOTHIO BBIMIOJHEHUS YCTAHOBJIECHHBIX (PYHKIIUM.

AyTeHTHUKAIMA OTHPABUTENA JAHHBIX — MOATBEPKICHUE TOr0, YTO OT-
MPABUTEND MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

be30nacHOCTh MEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3AIUIIEHHOCTH MEPCO-
HaJbHBIX JIAHHBIX, XapaKTePU3yeMOe CIOCOOHOCTHIO IOJb30BaTENeH, TEXHUYECKUX
CpeACTB M MH(POPMAITMOHHBIX TEXHOJOTHHA 00ECreYnTh KOH(UICHIIMAIBHOCTD, IIe-
JIOCTHOCTb U JIOCTYITHOCTh MEPCOHAJIBHBIX JIAHHBIX MPU UX 00paboTke B MH(OpMaIH-
OHHBIX CUCTEMaX NMEPCOHAIIbHBIX IAHHBIX.

Buomerpuyeckue nepcoHaabHbIe JaAHHbIE — CBEIACHUS, KOTOPHIE XapaKTepHU-
3y10T (PU3HOJOTUYECKHE OCOOEHHOCTH YeJIOBeKa M Ha OCHOBE KOTOPHIX MOXKHO yCTa-
HOBHUTH €0 JIMYHOCTb, BKJIIOYasi Gororpaduu, OTHEYaTKu MajbleB, 00pa3 ceTYaTKu
ri1a3a, 0COOCHHOCTH CTPOEHHUS TeJla U JPYTYIO M0100Hy0 HH(pOpMAIIHIO.

BaokupoBaHne nmepcoHANbHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHne coopa,
CUCTEMATH3allM1, HAKOIUICHUS, HWCIIOJIb30BaHUS, PACIHpPOCTPAHEHUS, IMEPCOHAIBHBIX
JAHHBIX, B TOM YHCIIE UX MEpeIayu.

Bupyc (KOMIbIOTEPHBINH, NMPOrPaMMHbIN) — HCIOJHAEMBIA NPOTrPaMMHBIN
KOJ WJIM MHTEPIPETUPYEMBbIH HA00p MHCTPYKIIMH, 00J1aal0IIni CBOMCTBAMHU HECAHK-
UOHUPOBAHHOTO PacHpoOCTpaHEeHUsI U camoBocHpousBeaeHusa. Co3aaHHble qy0nKa-
Thl KOMITBIOTEPHOIO BHUPYCa HE BCErJa COBIAJAIOT C OPUTMHAIOM, HO COXPAaHSIOT
CIIOCOOHOCTH K JabHEHIIeMy pacpOCTPAHEHUIO U CAMOBOCTIPOU3BEICHUTO.

BpenoHocHasi mporpamma — mporpamma, npeJHa3HadyeHHas sl OCYIIECTB-
JICHUsI HECAHKI[MOHUPOBAHHOTO JOCTyNMa W (WMu) BO3ACHCTBUS HA MEPCOHAIbHBIC
JAHHBIE WIH pecypchl UHPOPMAILIMOHHOM CUCTEMbI IEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TEXHUYECKHE CPEICTBA M CUCTEMbI — TEXHUYECKHUE CPEX-

CTBa U CUCTCMBI, HEC IIPCAHA3SHAYCHHBIC IJIA IICPCAadun, O6pa6OTKI/I N XpaHCHU:A IICPCO-



HaJIbHBIX JaHHBIX, YCTAHABJIMBACMbIC COBMCCTHO C TCXHUYCCKHUMU CPCACTBAMU U CH-
CTCMaMM, NIPCAHA3SHAYCHHBIMHA JIA O6pa6OTKI/I IICPCOHATIBHBIX JAaHHBIX MK B IIOMC-
IMICHUSIX, B KOTOPBIX YCTAHOBJICHBI WH(OPMAITMOHHBIE CHCTEMbI MEPCOHATBHBIX
JTAHHBIX.

JocTyn B onepanuoHHyI0 cpeay KOMIbIOTepa (MH(OPMALIMOHHON CUCTe-
MbI MEPCOHAJILHBIX JTAHHBIX) — MOJYYECHUE BO3MOXKHOCTH 3aITyCKa HA BBIIOJHE-
HUE IITATHBIX KOMaHJl, (DYHKIIMH, TIPOIIETyp ONEPAIMOHHON CUCTEMBbI (YHUUTOXE-
HUS, KOIUPOBAHUS, TEPEMEIICHUSI U T.I.), UCHOJHSAEMbIX (hailJioB MPUKIIAIHBIX
IIPOrpaMm.

Joctyn k undgopManum — BO3MOXXHOCTb TOIy4Y€HHU MHPOPMAIMU U €€ UC-
MOJIb30BAHMUSI.

3aki1aI0uHO€e YCTPOMCTBO — 3JIEMEHT CPEJICTBA CheMa MH(POPMAIIUH, CKPbIT-
HO BHEJIPSIEMbIN (3aKJIaIbIBAEMbIi WM BHOCHUMBIN) B MECTa BO3MOXKHOTO CheéMa MH-
dbopMaipu (B TOM 4YMCIIe B OIpaKICHUE, KOHCTPYKIIMIO, 000PYI0BaHUE, TIPEIMETHI
VHTEPHEPA, TPAHCIIOPTHBIE CPELICTBA, & TAKKE B TEXHUUYECKUE CPENICTBA U CUCTEMBI
00paboTku nHpopMaIum).

3ammmaemasi uHgopmanusi — UHPOPMAIIMS, SBIISIOMIASCS IPEIMETOM COO-
CTBEHHOCTH Y MOAJICKAIIIAsl 3aIIUTE B COOTBETCTBUM C TPEOOBAHUSIMU TTPABOBBIX JI0-
KyMEHTOB WJIM TPEOOBAHUSIMH, YCTaHABIIMBAEMbIMA COOCTBEHHUKOM MH(DOPMAIIUH.

Nnenruduxanust — MpucBoeHUE CyObEeKTaM U 00bEKTaM J0CTyTa uaeHTU(hu-
Katopa 1 (W) CpaBHEHUE MPETbSBISIEMOrO WACHTH(DUKATOpA C TIEPEUHEM ITPUCBO-
CHHBIX UJCHTU()UKATOPOB.

NudopMaTUBHBIN CUTHAJ — JIEKTPUUECKUE CUTHAJIBL, aKyCTUYECKUE, DIICK-
TPOMAarHuTHbIC U JPyTue (PU3MYECKUE TOJIS, MO MapameTpaM KOTOPBIX MOXKET ObITh
packpbITa KoH(pUaeHIMaIbHas uHbopMalus (IepcoHaIbHBIC TaHHbIE) 00padaThIBa-
emasi B MTH()OPMAITMOHHOM CUCTEME TIEPCOHATBHBIX JTAHHBIX.

Nudopmannonnas cucrema nepcoHaJbHbIX AaHHbIX (UCIIAH) — undop-

MaIlMOHHAsI CHCTeMa, MPEACTAaBIAIONIass COO0H COBOKYIMHOCTh MEPCOHAJIBHBIX JaH-

HBIX, COACPKAIIUXCA B Oaze JaHHBIX, a TAKXKC I/IH(I)OpMaI_II/IOHHBIX TEXHOJOTUH U TEX-
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HUYECKUX CPEACTB, MO3BOJSIOLIMX OCYLIECTBIATH 00pabOTKY TaKMX MEPCOHATbHBIX
JaHHBIX C HCIIOJB30BAHHUECM CPCACTB aBTOMATU3alIWH WJIN 0€e3 UCIOIb30BaHUST TAKUX
CpEICTB.

HNudopmanmonnble TEXHOJIOIMH — TIPOIIECCHI, METOBI MOKCKa, cOopa, Xpa-
HEeHUs, 00pabOTKH, TMPEAOCTAaBICHUS, PACIIPOCTPAHEHUST MH(OPMAIA U CIIOCOOBI
OCYIIECTBJICHUS TaKHX MPOIECCOB U METOIOB.

Hcnonb3oBanne mepcOHAJBHBIX JAHHBIX — JIWCTBUS (OMepaluu) C Mepco-
HAaJIbHBIMU JdaHHBIMH, COBCPUIACMBIC OIICPATOPOM B HECIIAX IMPUHSATUA peIJ_IeHI/Iﬁ nIIn
COBCPIICHHUA HHBIX ﬂeﬁCTBHﬁ, MNOopoXKAAOIMUX HPUINYCCKUC TTOCICACTBUA B OTHO-
MEHUN CY6’BCKT3 NCPCOHAJIBHBIX NAHHBIX HIIA APYI'HX JIUIL JIN00 HMHBIM O6p2130M 3a-
TparuBaromux mpaBa 1 CBO60)IBI Cy6’I)€KTa MEPCOHAJIbHBIX JAHHBIX WUJIH JPYTUX JIUII.

Hcrounuk yrpo3sl 6€30nacHOCTH MH(pOPMAIUM — CYOBEKT J0CTyIa, Mare-
PUATBHBIN O0BEKT WM (PU3NUECKOE SBJICHHE, SBJSIONIMECS MMPUYMHON BO3HUKHOBE-
HUSI yTPpO3bl 0€3011aCHOCTH MH(OPMALIUH.

KoHTposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHS, 3MAHUE, YACTh 3/IAHUS,
MIOMEIIIEHKE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIMPYEMOE MPEObIBAHUE TIOCTOPOHHUX
JIAIT, @ TAKXKE TPAHCTIOPTHBIX, TEXHUIECKUX M MHBIX MaTePUATIbHBIX CPEJICTB.

KonduaeHuuaabHOCTh NMEPCOHABHBIX JAHHBIX — 00s3aTeNIbHOE I CO-
OJFOZICHUST OIIEPATOPOM HJTH UHBIM TIOTYUYHBIIIMM JIOCTYTI K TIEPCOHATIBHBIM JTAHHBIM
JIMLOM TpeOOBAHUE HE JIOMYCKAaTh UX paclpoCTpaHeHue 0e3 coriacusi CyObeKTa rep-
COHAJIbHBIX JTAHHBIX WJIM HAJTMYKS MHOTO 3aKOHHOTO OCHOBAHMSI.

MeskceTeBoii IKpaH — JIOKaIbHOE (OTHOKOMIIOHEHTHOE) WM (YHKIIMOHAITb-
HO-pacCIpeIeNIeHHOE TPOrpaMMHOE  (TIPOrpaMMHO-aMIapaTHOE) CPEeACTBO  (KOM-
IUIEKC), PeAT3YIOLLEe KOHTPOJIb 32 MH(pOpMAaLMeH, MOCTynaromie B MH(QOopMaIoH-
HYIO CHCTEMY MEPCOHAIBHBIX JaHHBIX M (MJIM) BBIXOJIEH U3 UH(OPMAIIMOHHON
CUCTEMBI.

Hapyumreinb 6€30NaCHOCTH MEPCOHAJIBHBIX JAHHBIX — (DU3MUECKOE JIUIIO,

CITy4aiflHO WJIM MPETHAMEPEHHO COBEPILIAONIEE JECHUCTBUS, CIIEACTBUEM KOTOPBIX SIBJISI-



€TCsl HapyIlleHre 0e30TaCHOCTH TIEPCOHABHBIX JTAHHBIX MPU MX 00pabOTKe TeXHUYe-
CKHUMH CPEJICTBaMH B MH(DOPMAITMOHHBIX CHCTEMAaX TIEPCOHATBHBIX JaHHBIX.

HeaBromaTn3npoBanHasi 00pa0oTKa nepcoHATBHBIX JaHHBIX — 00paboTKa
NEPCOHAIBHBIX JAHHBIX, COAEPKAIIMXCA B MHPOPMAIIMOHHON CUCTEME NEPCOHAJb-
HBIX JaHHBIX JIM00 U3BJICYCHHBIX M3 TAKOU CHUCTEMBI, CUHUTACTCA OCYHICCTBHGHHOﬁ
0€3 MCIOJIb30BaHUSI CPEJACTB aBTOMATH3AIMU (HEABTOMATU3UPOBAHHOM), €CJIM TaKue
ﬂeﬁCTBHH C MCPCOHAJIbBHBIMU HNAHHBIMU, KAK HCIIOJIb30BAHUC, YTOYHCHUC, PACIIPO-
CTPAHCHUC, YHUYTOXCHHUC MCPCOHAJIBHBIX JAHHBIX B OTHOIICHUH KaXXI0I'0O M3 Cy6’b—
CKTOB IMNCPCOHAJIBHBIX HOAHHBIX, OCYHICCTBIIAIOTCA IPU HCIIOCPCIACTBCHHOM YYACTHH
YCJIOBCKA.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJILHBIE BO3MOXKHOCTHU
CPEICTB BBIUMCIIMTEILHON TEXHUKH, HE OIMMCAHHBIC WM HE COOTBETCTBYIOIIME OIH-
CaHHBbIM B JOKYMEHTAIlMU, TIPA KCIIOJIB30BAHUA KOTOPHIX BO3MOYKHO HapyIICHHE
KOH(UACHIIMAILHOCTH, JOCTYITHOCTH WJIM IIEJIOCTHOCTH 0OpabaThiBaeMoit uHGOP-
MallHH.

HecaHKUMOHMPOBAHHBIN J0CTYIl (HECAHKIMOHMPOBAHHbIE IEHCTBHS) —
JOCTYH K MH(pOpMALIMK WK ACHCTBUS ¢ nHGOpMaIIE, HapyIlaoIIie paBuiia pas-
TPaHUYEHUS JOCTYIIA C UCTIOJNB30BAHUEM IITATHBIX CPEJICTB, PENOCTABIISIEMBIX H-
(bopMaIMOHHBIMH CUCTEMaMH MEPCOHAIbHBIX JAHHBIX.

Hocurenb undgopmammu — Gu3nyeckoe JMIO0 WK MaTepUaIbHbIA 00BEKT, B
TOM 4uclie (PU3UUECcKoe MoJie, B KOTOpOM MH(OpMAIIUs HAXOJUT CBOE OTPAKECHUE B
BHUJIC CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUNA U TPOLIECCOB, KOIUYe-
CTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEITUUMH.

Obe3nunBaHue NMEPCOHAJIBHBIX JAHHBIX — JICWCTBUS, B PE3YJbTATE KOTO-
PBIX HCBO3MOKHO OIIPCACINTb IIPHHAMICKHOCTL IICPCOHAIBHBIX AAaHHBIX KOHKPCT-
HOMY CYOBEKTY MEPCOHATBHBIX JJAHHBIX.

O0padoTKa NMePCOHANBHBIX TAHHBIX — JACHCTBUS (OMepalyn) ¢ IepCOHANb-
HBIMU JTaHHBIMH, BKJTFOUasi COOp, CHCTEMATU3AINIO0, HAKOIIJICHUE, XPaHEHHE, YTOUHE-

HUe (OOHOBJIEHHE, W3MEHEHHE), UCIOJIb30BaHKUE, PACIIPOCTPaHEHUE (B TOM YHMCIIE



nepeaady), o0e3MuuBaHue, OJOKUPOBAHUE, YHUUTOXKCHHE IMEPCOHAIBLHBIX J1aH-
HBIX.

Oﬁ[].leJIOCTyHHLIe NMEPCOHAJTBbHBIC NAaHHbIE€ — IICPCOHAJILHBIC JAHHBIC, JOCTYII
HEOTPAHUYEHHOTO KpyTa JIAI K KOTOPBIM MPEIOCTABIICH C COriacus CyObeKTa mepco-
HAJIbHBIX OAHHBIX HWJIIM Ha KOTOPBLIC B COOTBCTCTBUHU C (l)eﬂepaJ'IBHbIMI/I 3aKOHAMH HE
pacrpocTpaHsieTcss TpeboBaHUe COOII0IeHNs] KOH(DUICHITUATBLHOCTH.

Omnepartop (nepcoHANBHBIX JaAHHBIX) — TOCYJAAPCTBEHHBIN OpraH, MyHHIIH-
NAJILHBIA OpTaH, FOPUANYECKOE WM (PH3MYECKOE JIMI0, OpraHu3yromee U (W)
OCYIIECTRIISAOIIEE 00PA0OTKY MEPCOHANBHBIX JAHHBIX, a TAKKE OMPEACIISIFOIINE 11e-
JI1 ¥ cofieprKaHre 00pabOTKHU NEPCOHATBHBIX JaHHBIX.

Texnudeckue cpeacrBa MHPOPMANMOHHON CHCTEMbI NMEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIUMCIIUTENILHON TEXHUKU, MH(POPMAIMOHHO-BBIUUCIUTEIBHbIC
KOMIUIEKChl U CETH, CPEJICTBA M CUCTEMBI Iepenadu, npuema u odpadotku [1/IH
(cpeAcTBa M CUCTEMBI 3BYKO3aIMCH, 3BYKOYCHJICHUSI, 3ByKOBOCIIPOM3BEICHHS, TIEpe-
TOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBJICHNS, TUPAKUPOBAHUS
JOKYMEHTOB U JIPyTHME€ TEXHUYECKHE CPEJCTBA 00paOOTKM peueBOM, rpaduyecKo,
BHI€0- U OYKBEHHO-IM(PPoBOM MH(POpMAaIH), MporpaMMHBIE CPEJICTBA (OMepaliioH-
HBIE CUCTEMBI, CUCTEMBI YIpaBJieHUs 0a3aMy JIJAHHBIX U T.I1.), CPEJICTBA 3aIUThI WH-
(dhopmaryu, npuMeHsieMble B UH(POPMAIIMOHHBIX CUCTEMAX.

IlepexBar (uH(popmManmu) — HEMPABOMEPHOE MOTyYeHUE WH(POpPMAIUU C HC-
MOJIb30BAaHUEM TEXHHUUYECKOI'O CPEJICTBA, OCYIIECTBIISIONIETO OOHAPYKEHUE, IPUEM U
00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

IMepconanbHble qaHHBIE — T00ast UHOOPMALIUS, OTHOCSIIASACS K ONMPEIeIcH-
HOMY WJIM OIpeNesieMOMYy Ha OCHOBAaHWHW TakoW MHQpOpMAIUU (PU3NUECKOMY JTHILY
(CyOBEKTy IEpPCOHANBHBIX JAaHHBIX), B TOM YHCIIE er0 (pamMuimsi, UMs, OTYECTBO, TOJI,
MeCsIl, J1aTa ¥ MECTO POXKICHUs, aJpec, CeMEWHOe, COIMaIbHOE, WMYIIECTBEHHOE
MoJIo’KeHue, oopazoBanue, npodeccus, T0X0bl, Apyras HHHOpPMAaLUS.

IMo6ouHbIE JIEKTPOMATHHTHBIE W3JIyYeHHs] H HABOJKH — DJICKTPOMATHHUT-

HbIE M3JIyYEHHs] TEXHUYECKHX CPEICTB 00pabOTKM 3amiuiiaeMond uHGOpMaluu, BO3-



HUKAIOIKE KaKk T0OOOYHOE SIBJICHUE U BBI3BAHHBIC AJICKTPUUECKUMU CUTHATIAMU, JIeH-
CTBYIOIIMMH B UX DJICKTPUUYECKUX U MATHUTHBIX IIEMSAX, a TAKXKE dJIEKTPOMArHUTHBIC
HABOJIKM THX CUTHAJIOB Ha TOKOMPOBOSIIINE JIMHUHU, KOHCTPYKIIMHU U LIEMTU MUTAHUS.

IMonuTHKA «YHCTOr0 CTOJIA» — KOMIUIEKC OpPraHU3AIMOHHBIX MEPONPUSTUH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3aMUChIBaHUS HA OyMa)kKHbI€ HOCUTEIM KJIIOUeH U aT-
puOyTOB nocTyIa (mapoJiei) U XpaHeHust X BOJIU3U 0OBEKTOB JOCTYTIA.

IMonb3oBaTesib MHGPOPMANMOHHON CHCTEMBI MEPCOHATBHBIX TAHHBIX — JIH-
110, y4acTBytoIee B (DYHKIIMOHUPOBAHUHN WH(DOPMAIIMOHHON CHUCTEMbI TIEPCOHAIIBHBIX
JAHHBIX WJIA UCTIONB3YIOIIee Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHMYeHUs JOCTYNA — COBOKYIMHOCThH MPaBUJ, pErjiaMeHTH-
PYIOIIMX MpaBa A0CTyna CyObeKTOB JOCTyIa K 00bEKTaM J0CTyMa.

IIporpamMmmHas 3akjajka — KOJ MPOrpaMMBbl, MPETHAMEPEHHO BHECEHHBIN B
IporpaMMy ¢ LEJbI0 OCYIIECTBUTh YTEUKY, U3MEHHTH, OJIOKUPOBATh, YHUUTOKUTH
UHGOPMAIIMIO WX YHUYTOXKUTH U MOAU(PUIMPOBATH MPOrpaMMHOE oOecreyeHue
UH(GOPMAIIMOHHON CUCTEMBI NMEPCOHANIBHBIX JIAHHBIX U (WJIK) OJIOKMpOBAThH ammapar-
HBIE CPE/ICTBA.

IIporpammHoe (MPOrpaMMHO-MAaTEMATHYECKOE) BO3AeiiCTBHE — HECAHKIIU-
OHUPOBAHHOE BO3JICCTBHE HA PECYpPChl aBTOMATH3UPOBAHHOM MH(GOPMAIIMOHHON CH-
CTEMBI, OCYIIECTBIISIEMOE C UCIIOJIB30BAHUEM BPEAOHOCHBIX MPOTPaMM.

PackpbiTHEe NEePCOHANBHBIX JAHHBIX — YMBIIUIEHHOE WJIM CIIy4yallHOE Hapy-
HIeHHe KOHPUACHIINATBHOCTH NIEPCOHATBHBIX JTAHHBIX.

PacnpocTpaHeHne mepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANPABICHHBIE Ha
nepefavyy MNEPCOHANBHBIX JAHHBIX OMNPEAEICHHOMY Kpyry Jull (mepenada mepco-
HAJIbHBIX JIaHHBIX) WJIM HA O3HAKOMJIEHUE C MEPCOHAIIbHBIMU JTAHHBIMU HEOTPaHU-
YEHHOTO Kpyra JiMll, B TOM 4uciie 0OHapOJOBaHUE MEPCOHAIbHBIX JAHHBIX B Cpej-
CTBax MacCOBOM uHdopmaImy, pa3menieHue B uH(OPMAITMOHHO-
TEJIEKOMMYHHMKAIIMOHHBIX CETSIX WM MPEAOCTABICHUE JIOCTyNa K MEPCOHAIbHBIM

TAHHBIM KaKUM-JIM0O0 MHBIM CIIOCOOOM.



Pecypc nndpopmManMOHHOM CHCTEMbI — UMEHOBAHHBINM 3JIEMEHT CHCTEMHOIO,
MPUKIIQHOTO WIM afmapaTHOro odecrnedeHus: (GyHKIMOHUPOBAHUS HHGPOpPMAIYOH-
HOW CHCTEMBI.

CrnenuajibHble KATErOpvMH MEPCOHAJBHBIX JAHHBIX — IEPCOHAIbHBIE JaH-
HbI€, Kacalolluecs pacoBOil, HAMOHAJILHON MPUHAAJIEKHOCTH, TOJTUTUYECKUX B3TJIS-
JIOB, PEJIMTUO3HBIX WIN HUITOCOPCKUX YOCIKIESHUM, COCTOSHUS 3/J0POBbsl U UHTUMHOM
AKU3HU CyObEKTa MEPCOHANBHBIX TAHHbBIX.

Cpencrea BbIMUCIMTEIBHOM TEXHHUKHU — COBOKYIHOCTh IMPOrPAMMHBIX H
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX (BYHKITIOHUPO-
BaTh CAMOCTOSTEJIBHO UM B COCTABE APYTUX CUCTEM.

Cy0bekT gocrymna (Cy0beKT) — JIMII0 WIM MPOLECC, ICUCTBUS KOTOPOTO pe-
[JIAMEHTUPYIOTCA MIPABUIaMU pa3rpaHUyYEHUs JOCTYIIA.

TexHuyecknii KaHaJ yTe4Kd HHGOPMALMM — COBOKYITHOCTh HOCHUTEIIS VH-
dbopmarmu (cpeacTsa 00padoTKH), PU3HMUECKON CpeJibl pacipocTpaHeHrs: nHpopMa-
TUBHOT'O CUTHAJIa ¥ CPEJICTB, KOTOPHIMU JOOBIBACTCS 3allivIiaeMast MHpopMaIius.

TpancrpanuyHasi mepegadya NnepcoHAJbHBIX JaHHBIX — Tepenadya IMepco-
HaJIBHBIX JTAHHBIX OmepaTopom 4vepes ['ocymapcTtBeHHyro rpanully Poccuiickon @e-
JIepali OpraHy BJIacTH WHOCTPAHHOTO TOCYNapCcTBa, PU3NYECKOMY WM IOpUIUYE-
CKOMY JIMIly THOCTPAHHOTO TOCY/1apCTBa.

¥Yrpo3b1 0e30I1aCHOCTH MEPCOHATIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUM U
(axTOpOB, CO3AIOIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CITyYaitHO-
ro, JIOCTyIla K IEPCOHAIBHBIM JAaHHBIM, PE3yJbTaTOM KOTOPOrO MOJKET CTaTb YHU-
YTOXKEHHE, U3MEHEHHUE, OJIOKMPOBAHWE, KOIMPOBAHUE, PACIPOCTPAHEHHE TMepPCo-
HAJIbHBIX JAHHBIX, a4 TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JACHUCTBUMN MpPH HX 0Opa-
00TKe B MH(POPMAIIMOHHOM CUCTEME MEePCOHATLHBIX TAHHBIX.

YHUUTOXKEHHE IEPCOHAIBHBIX JAHHBIX — JICUCTBUS, B PE3YJILTATE KOTOPBIX
HEBO3MO)KHO BOCCTAHOBHUTHL COJCP)KAaHWE TIEPCOHATBHBIX JaHHBIX B MH(OPMAIOH-
HOM CUCTEME TEPCOHAIBHBIX JAHHBIX WIM B PE3YJbTAaTe KOTOPBIX YHUUTOXKAKOTCA

MAaTCPUAJIbHBIC HOCUTCIIU IICPCOHAJIbHBIX TAHHBIX.



Yr1euka (amminaeMon) MH(POPMALMM [0 TEXHUYECKHMM KAHAJIAM — HE-
KOHTPOJIMPYEMOE PACIPOCTpaHeHHE MH(POpMAIMK OT HOCHTENS 3allUIaeMON WH-
dbopmarn yepe3 GH3HUIECKY 0 Cpey JI0 TEXHUYECKOTO CPEACTBA, OCYIIECTRILIIONIE-
TO IepexBar nHpopmaIuu.

Yupexknenue — OO0 «MenJlabDxcmpece» 3ApaBOOXpaHEHUs, COIUAIBLHON
cthepsl, TpyJa U 3aHATOCTH.

YsI3BUMOCTD — CJIA00CTh B CPEACTBAX 3allUThI, KOTOPYIO MOKHO HCIIOJB30-
BaTh JIJISI HAPYIIICHUS] CUCTEMBI WITH COJICprKaItielicsl B Hel MH(pOPMAITHH.

LesocTHOCTH MH(pOPMALIAM — CTIOCOOHOCTh CPE/ICTBA BBIUMCIUTEIBHOM TEX-
HUKU WIM aBTOMaTU3UPOBAHHOM CHUCTEMbI OOECIIeYnBaTh HEM3MEHHOCTh MH(OpMa-

IIUM B YCJIOBUSIX CITyYailiHOTO W/WJTH TIPETHAMEPEHHOTO UCKaYKEHMSI (pa3pyIeHMUs]).
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OBO3HAYEHUA U COKPAILIEHUA

ABC — aHTHBUpPYCHBIE CPEJICTBA

APM —aBTOMaTH3UpPOBAHHOE PabOYEe MECTO

BTCC — BcnomorarenbHblE TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCIIT I — nadopMaIoHHas CHCTeMa MePCOHATBHBIX JAHHBIX
K3 — kouTpompyemas 301a

JIBC — nokaibHasi BEIYMCIUTEIILHAS CETh

MDD — MexCceTeBOM IKpaH

HCJI — HecaHKIMOHUPOBAaHHBIN TOCTYII

OC — onepalioHHas cucTema

[1J1H — nepcoHabHBIE TAHHBIE

[IMB — nporpaMMHO-MareMaTH4eCKOE BO3AEHCTBUE

[1O — nporpamMmmHoe obecrieueHue

I[TOMIH — nobouHbIe 37€KTPOMarHUTHBIC U3JTYYCHHS 1 HABOJIKU
CA3 — cuctema aHaiau3a 3alUIeHHOCTH

C3U — cpeacTra 3amuThl HHGOPMAITUN

C3I1IH — cuctema (moAcucTeMa) 3allUThl IEPCOHAIBHBIX TaHHBIX
COB - cucrema oOHapyXKeHUSI BTOPKEHUN

TKY U — Texanyeckue KaHalbl yTeUKr MH(DOpMaluu

VYBII/IH — yrpo3sl 6€30MacHOCTH MEPCOHAILHBIX JAHHBIX
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BBEAEHUE

Hacrosmas [Honutuka napopmannonnoit 6ezonacHoctu OO0 «MenJlabDkc-
npeccy (nanee — [lonutuka), siBisieTcs: 0QUIMATBHBIM IOKYMEHTOM.

[lonutuka pazpaboTaHa B COOTBETCTBUU C LIETSMHU, 33/la4aMU U NMPUHLIUIIAMU
obecrnieueHus: 6€30MaCHOCTH MEPCOHANIBHBIX JTaHHBIX U3JI0KEHHBIX B KoHIenuu nH-
dbopmanmonnoit 6ezonacuoctu UCII OO0 «MenJlabDxcmpeccy.

[lonutuka pazpaboTraHa B cOOTBETCTBUM C TpeboBaHusiMu denepanbHOro 3a-
koHa oT 27 uronst 2006 r. Ne 152-®@3 «O nepcoHanbHBIX JaHHBIX» U MTOCTAHOBJIEHUS
[TpaButennctBa Poccuiickoit @eaeparuu ot 11 HosaOpss 2007 1. Ne 781 «O6 yTBep-
xaeHun [lomoxxenus 06 oOecrieueHUU 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX TP UX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX», HA OCHOBAHUU:

- «Pexomenmanmii mo oOecreyeHUI0 0E30MacHOCTU TMEPCOHATBHBIX JAaHHBIX
npu uX 00paboTKe B MH(POPMAIMOHHBIX CUCTEMax MEPCOHATBHBIX JAaHHBIX», YTBEP-
*1aeHHbIX 3amectutesieM aupekropa ®CTIK Poccun ot 15.02.2008 1.,

- «TumnoBeIX TpeOOBaHUU MO OpPraHU3alUUd U oOecreueHuIo (PYHKIIMOHHPOBa-
HUS UG POBATBHBIX (KpUNITOTpadUUECKHX ) CPEICTB, MPEAHA3HAYCHHBIX JJI 3aIUThHI
uH(opMaIK, HE coJepKaIlel CBEACHUMN, COCTABIAIONINX TOCYJAPCTBCHHYIO TalHY
B CJIy4yae M3 MCTOJIb30BaHUs I oOecrieueHrs 0€30MacHOCTH EPCOHATBHBIX JAHHBIX
npu ux o0paboTke B MHMOOPMAIIMOHHBIX CHCTEMaX NMEPCOHAIBHBIX JAHHBIX», YTBEP-
xaeHHbIX pykoBoAcTBoM 8 Llentpa ®Cbh Poccun 21.02.2008 1. Ne 149/6/6-662.

B Tlonutuke onpenenensl TpedboBanus k nepconany MCII/IH, ctenens oTBeT-
CTBEHHOCTH TEPCOHAJA, CTPYKTypa M HEOOXOAMMBIA YPOBEHb 3alIUIIICHHOCTH, CTa-
TyC U JIOJDKHOCTHBIE OOS3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a OOecTeueHue

0e3omacHocTr nepcoHanbHbIX JaHHBIX B UCITIH OO0 «MenJlabDkcmpeccey.
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1 O0mue moJs1okeHus

Lensro HacTosmel [lonutukm sBnseTcs odecreueHne 0€30IMacHOCTH 00BEKTOB
3amutel OO0 «MenJlabDkcnpece» OT BCeX BUIOB Yrpo3, BHEIIHUX U BHYTPEHHUX,
YMBILUIEHHBIX U HEMpeJHAMEPEHHBIX, MUHUMHU3AIMS yiiepoda OT BO3MOKHOM peasu-
3aruu yrpo3 6e3omacHoctu [11u (YBIIIH).

be3onacHOCTh MEpCOHANBHBIX JAHHBIX JTOCTUTAETCS MYTEM HCKIIOYEHUS He-
CaHKLIMOHUPOBAHHOTO, B TOM YHCJIE€ CIyYailHOTO, JOCTyIa K MEPCOHAIbHBIM JaHHBIM,
pE3yNIbTATOM KOTOPOTO MOKET CTaTh YHUUYTOKEHUE, U3MEHEHUE, OJIOKUpOBaHUE, KO-
NUpPOBAaHKE, PACIPOCTPAHEHHE MEPCOHAIBHBIX JAHHBIX, a TAK)KE MHBIX HECAHKIIHO-
HUPOBAaHHBIX JICHCTBUM.

WNudopmarius v cBsi3aHHbBIE C HEH PECYPCHI IOKHBI OBITH IOCTYITHBI JUIsl aBTO-
PU30BaHHBIX TOJIb30BaTeNel. JJOMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApyXe-
Hue u pearupoBanue Ha Y DBII/IH.

JIOJDKHO OCYILECTBIISITBCS MPENOTBPAICHUE MPEIHAMEPEHHBIX WM Cllydai-
HBIX, YACTUYHBIX WM TMOJHBIX HECAHKIMOHUPOBAHHBIX MOIU(PUKAIMN UM YHUUTO-
KEHUS TaHHBIX.

CocTtaB 00BEKTOB 3alIMTHI MpeacTaBiceH B [lepedHe mepcoHANbHBIX JTaHHBIX,
NOJJICKAIUX 3AIIUTE.

CoctaB UCIIJIH noayexamux 3amure, npeacrabieH B OT4eTe o pe3ysibTaTax
IIPOBEJCHUS BHYTPEHHEN MPOBEPKHU.

Orta [lonutuka npopmanronHoM 6e30macHoCcTy OblIa yTBEPKIeHA U BBEJEHA

B nerictBue pykoBoauteseM OO0 «MenJlabOkcenpece» KobskoBeim B.H.
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2 O0JacTL neicTBUuda

TpeOGoBanus HacTosien [lonuTHKU pacipoCTpaHsAIOTCS Ha BCEX COTPYIHUKOB
000 «MenJlabDkcmpeccy (WITaTHBIX, BPEMEHHBIX, pa0OTAlOUIMX MO KOHTPAKTY U

T.I1.), @ TAKXKE BCEX MPOUMX JUI (MOAPSTUNKH, Ay AUTOPHI U T.11.).
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3 Cucrema 3alIMTHI NEPCOHANBHBIX JTAaHHbIX

Cuctema 3amuThl nepcoHanbHbix HaHHbIX (C3I1/IH), cTpouTCcs HA OCHOBAaHUMU:

- Otuera 0 pe3yJibTaTax MPOBEICHUS BHYTPEHHEN MTPOBEPKHU;

- [lepeuHst nepCcoOHANBHBIX TAHHBIX, MOJICKAIINX 3AIINTE;

- Axra knaccudukanu HHGOPMAIIMOHHON CUCTEMbI MEPCOHATBHBIX TaHHBIX;

- Moaenu yrpo3 0e30MacHOCTH NePCOHATBHBIX JaHHBIX;

- [lonoxeHuss 0 pa3rpaHUYCHUM TIpaB JOCTyma K oOpadaThiBaeMbIM IEPCO-
HaJIbHBIM JIaHHBIM;

- PykoBogsamux nokymentoB ®CTIOK nu @Cb Poccun.

Ha ocHOBaHuM 3THUX TOKYMEHTOB OMNpEAESIETCS HEOOXOAUMBIN YpPOBEHB 3a-
mumeHHocT [1{n xaxmoit UCITIn OO0 «MenJlabDkcnpece». Ha ocHoBaHum aHa-
JM3a aKTyallbHBIX yrpo3 0e3omnacHocTH [1J{H onucannoro B Mogenu yrpo3 u Otuera
0 pe3yibTaTax MPOBEJECHUS BHYTPEHHEH MpOBEpKe, AeIacTcs 3aKII0YeHUE 0 HE00XO-
JMMOCTH HCTIOJIb30BaHUSI TEXHUUYECKUX CPEJCTB U OPTraHU3AIMOHHBIX MEPOIPUITUIA
s obecrieuenust 6e3onmacHocT [1/{H. BriOpanHble HEOOXOAMMBIE MEPOIIPUATUS OT-
paxatorcs B [Imane meponpustuii mo odecreueHuro 3amuthl [1/1H.

Jns xaxnort UCIIIH momkeH ObITh COCTaBJICH CIUCOK MCIOJIB3YEMbIX TEXHH-
YECKHX CPEJCTB 3aIlUThI, a TaK K€ MPOTPAaMMHOTO 00ECIeYeHHUsI yIacCTBYIOIIETO B
obpabotke [1/]H, Ha Bcex amemenTax MCII/H:

- APM nonw3oBareei;

- CepBepa npuioxXeHu;

- CYB/;

- I'panuna JIBC;

- KananoB mepegaun B ceTH OOIIEro MOJb30BaHUSA U (UJIM) MEXKIYHAPOIHOTO
oOMeHa, ecu o HuUM tiepeaarotcs [1/1H.

B 3aBucumoctn ot ypoBHs 3amuiieHHOCTH MCIIJIH u akTyalnbHBIX yIrpo3,
C3IIIH MOXeT BKIIFOYATh CIECAYIOIIME TEXHUYECKUE CPEICTBA!

- QaHTUBUPYCHBIC CPEJICTBA JJIs paOOUYMX CTAHIUH MOJb30BaTENICH U CEPBEPOB;

- CPpCACTBA MCIKCCTCBOI'O SKPAaHUPOBAHMU,;
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- cpeacTBa KpunrTorpadguueckoi 3amuTbl “HGOPMAIMU, TIPU Mepeaaye 3amu-
aeMon HHQpOpMaIK MO KaHallaM CBSI3H.

Tak ke B CIUCOK JOJDKHBI OBITh BKIIFOUEHBI (DYHKIIMM 3alIUThI, 0OecrieynBae-
MbI€ IITAaTHBIMU cpenctBamMu oOpaboTku [1J[H omepamumonubiMu cuctemamu (OC),
npukiaaHeiM [10 U cnenuaibHBIMUA KOMITJIEKCAMU, PEATTU3YIOIIMMU CPEACTBA 3aIlIH-
Thl. CIUCOK (DYHKIIMH 3alIUTHl MOXKET BKIIFOYATh:

- YOpaBJE€HHUE U Pa3rPaHUYCHUE NOCTYIA MOJIb30BaTENEH;

- PETUCTpALIMIO U YUET NeUCTBUI ¢ MHPopMaLuei;

- - obecreunBaTh 1IEJI0CTHOCTD JIAHHBIX

- - MPOU3BOJINTH OOHAPYKEHUN BTOPIKEHUI.

Cnucok UCToJIb3yeMbIX TEXHUUECKUX CPEACTB oTpaxaercs B [lnmane meponpu-
SATHN O OOECIEYEHUIO0 3aIllUTHI MEPCOHATBHBIX JaHHBIX. CHHCOK HCMOIB3YEeMbIX
CPEICTB JOJDKEH MOJAJACPKUBATHCA B aKTyaJlbHOM COCTOSHUU. IIpu m3MeHeHuu co-
CTaBa TEXHMYECKUX CPeACTB 3amuThl Wi 3aemeHToB MCII/IH, cooTBeTCTBYIOIINE
WU3MEHEHUS JTOJDKHBI OBITh BHECEHBI B CMCOK W yTBEPKJIEeHBI pykoBoauTenem OO0

«MenJlabOkcnpeccy WM JUIIOM, OTBETCTBEHHBIM 3a obecrieueHue 3amuthl [1/1H.
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4 TpedooBanus k noacucremam C3I1/In

C3I1/x BxItOUaeT B ceOsl CAeAYIONIUE MOACUCTEMBI:

yOpPaBJIEHUS JOCTYIIOM, PETUCTPALIUN U YUETA;

oOecIieueHus HEJIOCTHOCTHU U NOCTYITHOCTH,

AHTUBUPYCHOU 3aILUTHL;

MEXKCETEBOr0 SKPAHUPOBAHUS;

aHaJIn3a 3alllUIICHHOCTH,

OoOHapy»EHUs BTOP>KCHHUI;

KpunTorpaduyeckoil 3aiuThbl.

[Moncucrembr C3II[IH uMMerOT pa3iauyHbId (YHKIHOHAT B 3aBHCHUMOCTU OT
kinacca UCIIJIH, onpenenenHoro B AkTe Kiaccuukanuu nHOOPMAIMOHHONW CHUCTe-
MBI MEPCOHANIBHBIX NaHHBIX. Crnucok coorBercTBUs (yHkumii noacucrem C3I1/Ix

KJIACCY 3allMIIICHHOCTHU IPCIACTABIICH B HpI/IJ'[O)KeHI/II/I.

4.1 lloacucremMbl ynpaBjeHHsl J0CTYIIOM, PerUCTPAIlUM U y4YeTa

[Toncucrema yrnpaBiaeHUs OOCTYIIOM, PETMCTpallMd U yd4eTa IpeJHa3HaueHa
JUTSI pealin3aiyy CIeAYIOmuX QyHKIUN:

- UACHTU(DUKAIUY U TIPOBEPKA MOMJIMHHOCTUA CyOBEKTOB JOCTYIA MPHU BXOJE B
NCIIdx;

- UICHTU(PUKAIMY TEPMUHAJIOB, Y3JIOB CETH, KaHAJOB CBSA3M, BHEIIHHUX
YCTPOUCTB MO JIOTHYECKUM UMEHAM;

- uACHTU(PUKAIIMY TTPOTrpaMM, TOMOB, KarayioroB, (aiyios, 3amucei, mouen 3a-
MMCEH 10 UMEHAaM;

- peructpanuu BXxomna (BbIXona) CyOBEKTOB JOCTyINa B CHCTEMY (M3 CHCTEMBI),
a100 perucTpanus 3arpy3Ku U MHUIHAIH3AIMN OTIEPAllMOHHON CHCTEMBI U €€ OCTa-
HOBA.

- pETUCTpalMU MONBITOK JTOCTyIa MPOrPaMMHBIX CPEACTB (IIporpaMm, Mpoliec-
COB, 3aJ1a4, 3aJIJaHUI1) K 3aluIaeMbIM (aiinam;

- pErUCTpalMK TMOMBITOK JOCTyIa MPOrpaMMHBIX CPEJCTB K TEPMHUHAJaM, Ka-
HaJlaM CBSI3H, IpOrpamMMaM, ToMaM, Katajaoram, (aiaam, 3amucsM, MoJIsiM 3arucei.
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[loncucrema ympaBieHHUs] JOCTYIIOM MOXKET OBITh peajiu30BaHa C MOMOUIBIO
HITaTHBIX cpeacTB o0padoTku I1JIH (onepanmonHsix cucteM, npuioxenuit u CYBJ).
Tak ke MOXeT ObITb BHEJIPEHO CIELHUATbHOE TEXHHUYECKOE CPEICTBO WM UX KOM-
IUIEKC OCYILECTBIIAIONINE TONOJHUTEIbHBIE MEPHI 10 ayTEHTU(PUKAUKUN U KOHTPOJIIO.
Hanpumep, npuMeHeHre eAMHBIX XPaHWINIL YYETHBIX 3alKicell moib3oBarenel u pe-
TUCTPALIMOHHON MH(OpMAaIK, UCIIOIb30BaHUE OMOMETPUUECKUX U TEXHUYECKHX (C

IMOMOIIBIO JJICKTPOHHBIX HpOHYCKOB) MCp ayTeHTI/I(i)I/IKaI_[I/II/I H IpyTux.

4.2 Tloacucrema odecnevyeHus HEJTOCTHOCTH U JOCTYITHOCTH

[Toncucrema obecneueHus: 1ETOCTHOCTH M JOCTYITHOCTH MpeIHA3HAYeHA IS
obecrnieueHUsT 1EIOCTHOCTH U aoctynHocTd [IJ[H, mporpaMMHBIX M armapaTHbIX
cpenctB UCIT/Iln OO0 «MenJlabDxcnpece», a Tak ke CPEIACTB 3alIUThI, MPU CITY-
YaltHOM MJIM HaMepEeHHON Moau(pUKaIUH.

[Toncucrema peannusyercs ¢ MOMOIIBI OPraHU3ALMHU PE3EPBHOTO KOMMUPOBAHUS
o0OpabaTbIBaeMBIX JAHHBIX, a TaK K€ PE3epPBUPOBAHUEM KIIIOYEBBIX 3reMeHTOB M C-

IT1H.

4.3 Iloacucrema aHTUBHUPYCHOM 3aIIUTHI

[ToncucreMa aHTUBUPYCHOM 3alIMTHI MIpeIHAa3HAUEHa JJIsi 0OecTeueHus aHTH-
BUpycHOM 3amuThl cepBepoB U APM mnomnw3oBareneit UCIT[In OO0 «MenJla6Dkc-
pece.

Cpencrea aHTUBUPYCHOW 3alIUThl MPEIHA3HAUYECHBI JJISl peau3aliu CleIylo-
X (QYHKITAHN:

- PE3UAECHTHBI AHTUBUPYCHBII MOHUTOPUHT

- aHTUBHPYCHOE CKaHHUPOBAHMUE;

- CKpUNT-0JIOKHUPOBAHNUE;

- IICHTPAJIM30BaHHYIO/ YIAJICHHYIO YCTAaHOBKY/JIEUHCTAJUISIINIO AHTUBUPYCHOTO
IPOAYKTa, HACTPOIKY, aAMUHUCTPUPOBAHUE, MMPOCMOTP OTYETOB U CTATUCTUUYECKOU
nH(opManuu no paboTe NPoOayKTa;

- aBTOMAaTU3UPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;
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- OFPaHMYEHUE TPAB IOJIH30BATENSI HA OCTAHOBKY MCIOJHSAEMBIX 3a/1a4 U W3-
MEHEHHUS HaCTPOEK aHTUBUPYCHOTO MPOrPaMMHOI0 00€CTIeYEHU;
- aBTOMaTH4ECKUH 3aIyCK cpa3y M0CIIE 3arpy3Ku ONEpallMOHHON CUCTEMBI.
[loncucrema peanusyercsl MyTeM BHEAPEHHUS CHEIHAIbHOIO AHTUBHUPYCHOIO

nporpaMMHoro obecrneuenus Ha Bce 3nemeHTsl UCII/IH.

4.4 TloncucremMa MeKCETEBOr0 IKPAHUPOBAHUSA

[Toncucrtema MeEKCETEBOr0 3KpPaHUPOBAHUS MpEAHA3HAUEHA IS pEaM3alnu
CHeAYIOMUX PYHKITUN:

- punbTpaluu OTKPHITOro M 3amudpoBaHHOro (3akpeitoro) IP-tpaduka mno
CIEAYIOIINM NTapaMeTpam;

- ¢puKcalM¥ BO BHYTPEHHHX KypHajiaX MH(POPMALUU O MPOXOASIIEM OTKPHI-
TOM U 3aKpbiToM [P-Tpaduxke;

- UJICHTU(PUKAMU U ayTEHTU(PUKALUIO aJMUHUCTPATOPA MEXKCETEBOIO IKpaHa
IIPY €70 JIOKaJIbHBIX 3aIpocax Ha JOCTYIL;

- peructpanuy Bxojaa (BbIX0Ja) aJIMHMHHMCTPATOpa MEXKCETEBOIO KpaHa B CH-
cTeMy (U3 cucTeMbl) MO0 3arpy3Ku M MHUIMAIN3ALNN CUCTEMBI U €€ IPOrPaMMHOIO
OCTaHOBA,;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH MporpaMMHON W MH(POPMAIIMOHHON YaCTH;

- (UIIBTpaluyu MaKEeTOB CIIYKEOHBIX MPOTOKOJIOB, CIYKALUX JJI TUArHOCTUKU
U yHpaBlieHHs] pabOTOIl CETEBBIX YCTPOUCTB;

- QuIBTpalluu C Y4YETOM BXOIHOTO M BBIXOJTHOTO CETEBOro MHTepdeiica Kak
CPENCTBO MPOBEPKU MOJJIUHHOCTH CETEBBIX aJPECOB;

- PETHCTpAlMM U Yy4Y€Ta 3allpaliiBaeMbIX CEPBUCOB MPUKIIAJHOTO YPOBHS;

- OJIOKMpOBaHUsl JOCTyNa HEUACHTU(UIIUPOBAHHOTO OOBEKTa WM CyOBEKTa,
HOMAJIMHHOCTH KOTOPOTO MpHU ayTeHTU(UKALMU HE MOATBEPANIACh, METONAMHU, YCTOM-
YUBBIMU K IIEPEXBATY;

- KOHTPOJISl 32 CETEBOM AKTUBHOCTBIO NMPUIOKEHUN M OOHAPYKEHUS CETEBBIX

arak.
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[Toncucrema peanusyercs BHEAPEHUEM MPOrPAMMHO-AIAPATHBIX KOMILIEKCOB

MEKCETEBOr0 YKpaHupoBaHus Ha rpanune JICB, kiraccom He HUKeE 4.

4.5 IloacucremMa a”Haan3a 3aIMIIEHHOCTH

[loncucrema aHanu3a 3alUIIEHHOCTH, JOJKHA 00€CTIeYnBaTh BHISIBICHUS YA3-
BUMOCTEH, CBA3aHHBIX ¢ omuOkamu B KoHpurypauuu 110 UCII/IH, koTopble MOTYT
OBITh UCIOJIB30BAHbI HAPYIIUTEIIEM JJI pealn3alii aTakd Ha CUCTEMY.

@OYHKIIMOHAJI TIOJICUCTEMBI MOXET OBbITh PEaM30BaH MPOrPAMMHBIMU U TPO-

I'paMMHO-aIIapaTHbIMU CPCACTBAMU.

4.6 Iloncucrema oOHApy:KeHUsI BTOPKEHHU I

[Toncucrema oOHapykeHUsI BTOPKEHUM, JOJKHA 00ECIIeUnBaTh BBISBICHUE Ce-
TeBbIX arak Ha aneMeHThl MCIIJIH monkitoueHHbIE K CETSIM OOIIEeTo MOJIb30BaHUS U
(MII1) MEXIyHApPOIHOTO OOMEHa.

@OYHKIIMOHAII TIOJICUCTEMBI MOXET OBITh PEaln30BaH MPOrPAMMHBIMU U TIPO-

I'paMMHO-aIIIIapaTHBIMU CPCACTBAMMU.

4.7 IloacucremMa KpunTorpagpuueckoi 3aUThI

[ToncucreMa KpunTOrpagUUIeCKON 3aIUThl MpeAHA3HAYCHA IS HCKIIOUYCHHUS
HC]JI k 3ammmraemoit uadopmanuu 8 UCITIn OO0 «MenJlabDkcnpeccy, Ipu ee 1e-
penadr 1Mo KaHajlaM CBS3M CETeH 0OIero mojib30BaHUS W (WIM) MEXTYHAPOITHOTO
oOMeHa.

[Toncucrema peanusyeTcss BHEAPEHUS KpUNTOrpa@UUIecKHX MPOrpaMMHO-

aIlrrapaTrHbIX KOMIIJIICKCOB.
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5 IMoas3oBareaun UCIIAn

B Konuenuuu nHGpOpMaMOHHON 0€30MacHOCTH OINpPEAEIIEHbl OCHOBHBIE KaTe-
ropuu mnonb3oBareneil. Ha ocHOBaHMU 3THX KaTEropuu JOJKHA ObITh MPOU3BEIECHA
tunu3anus nosb3zoateneid UCII/IH, onpeaeneH ux ypoBeHb AOCTyNa U BO3MOXKHO-
CTH.

B UCIIa OO0 «MenJlablOkcnpecc» MOXKHO BbIAEIUTD CIEAYIOLIUE TPYIIIbI
NoJIb30BaTesNel, yyacTByIOIUX B 00paboTke u xpaneHuu [1]{H:

- Apmunucrtparopa UCIT/IH;

- AaMuHHCTpaTopa 6€30MacHOCTH;

- Onepatopa APM;

- AIMUHHCTpATOpa CeTH;

- Texaudeckoro creruainucTa Mo oO0CTyXKHMBaHHUIO TiepudEepUitHoro o0opy10-
BaHUS;

- [IporpammucTt-pazpadorunk UCITIH.

JlanHble 0 Tpynmax IMoJib30BaTelNsaX, YPOBHE UX JOCTyINa U MHGOPMHUPOBAHHO-
CTH JOJbKEeH ObITh OTpakeH B [lonokeHue o pa3rpaHuYeHUH IpaB A0CTyna Kk oopada-

TbhIBACMBIM IICPCOHAJIBHBIM J1dHHBIM.

5.1 Aamunuctparop UCIIAn
Anmunuctparop UCIIHH, corpymnuk OOO «MenJlabOkcenpecc», OTBET-

CTBEHHBIM 3a HACTPOWKYy, BHenpeHwme u comnpoBoxacHue MCIIJIn. OGecreunBaeT
dbyHKIIMOHUpPOBaHKE MoAcUcTeMbl yrpasieHus aoctynom MCII[IH u ymomHomoueH
OCYILECTBIIATH MPEAOCTABIECHNE U pa3rpaHUYEHUE JOCTyIa KOHEUHOT'O MOJIb30BATES
(Onepatopa APM) Kk 31eMeHTaM XpaHAIIUM [IEPCOHATbHBIE TaHHbBIE.

Anmunuctparop UCII/Ix obnanaer cieayomuM YpOBHEM I0CTYIA U 3HAHUM:

- o0namaer moaHOW nHQOpPMAIMEld 0 CUCTEMHOM U TIPHUKIATHOM P OrPaMMHOM
ob6ecneuenun UCII/IH;

- o0najaet noaHo uHpopManuend 0 TEXHUYECKUX CPEJCTBAX U KOHPUTyparuu
NCIIdx;

- UMEET JOCTYN KO BCEM TEXHUYECKUM CpeACcTBaM 00paboTku mHbopManuu u
nanabiM UCIIT/H;
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- o0najaer mpaBaMu KOH(UIypUpPOBaHUS M AJMUHUCTPATUBHOW HACTPOMKH

texuudyeckux cpencts UCII/IH.

5.2 AaMuHHMCTPaTOp 0€3011aCHOCTH

AnmMuHHCTpaTop Oe3omacHocTH, coTpyaHuk OO0 «MenJlaGDkenpece», OT-
BETCTBEHHbIN 3a (pyHkumonupoBanue C3II/{H, BkiItouas oOcmyKUBaHUE U HACTPOIl-
Ky aJIMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKON KOMIIOHEHT.

AnmunucTparop 0e3omacHOCTH 00JafaeT CIAEAYIOIIMM YPOBHEM JIOCTYyNa U
3HAHUU:

- obnanaer npaBamu Aamunuctpatopa UCIT/IH;

- obnanaet nonHoM nHpopmarment 06 UCIT/H;

- UIMEET JIOCTYI K CpeICTBaM 3alluThl HH(OOPMAIIMU U MPOTOKOIUPOBAHUS U K
yacTH KiroueBbix djemenToB MCIIH;

- HE UMEET MpaB JOCTyIa K KOHPUTYPUPOBAHUIO TEXHHUECKUX CPEACTB CETH 32
UCKJTIOYEHUEM KOHTPOJIBbHBIX (MHCIIEKITMOHHBIX).

AnMuHuCTpaTOp 6€30MacHOCTH YIOTHOMOYEH:

- peanu30BbIBAaTh MOJUTUKK Oe3omacHocTH B yactu HacTpoiiku CK3U, mexce-
TEBBIX PKPAHOB U CHUCTEM OOHAPY’>KEHHUsS aTak, B COOTBETCTBUM C KOTOPBIMU IOJB30-
Batenb (Onepatop APM) nomyyaet Bo3MOKHOCTh pabotath ¢ anementamu UCII/IH;

- OCYLLUECTBIIATH ayIUT CPEJICTB 3ALUTHI;

- YCTAHABJIMBATh JIOBEPUTEIBHBIC OTHOLIEHUSI CBOEH 3aIUILIEHHON CETH C Ce-

TAMU JPYTUX Y UPEKICHUM.

5.3 Oneparop APM
Omnepatop APM, corpynauk OOO «MenJlabDxkcmpece», OCYMIECTBISIIONTAN

ob6pabotky IT[In. O6pabdotka I1/IH BKItOYaeT: BO3MOKHOCTH mpocMoTpa I1JIH, pyu-
Hoit BBOX I1/10 B cuctemy UCIIJIH, dopmupoBanue cripaBOK W OTY4ETOB MO WHOOP-
Manuu, nosyuyeHHor u3z MCII/. Oneparop HE MMeEET MOJTHOMOYUN AJIsl YIIPABICHUS
noacucteMamu o0pabdotku nanubix U C3I1/H.

Omnepatop UCIT/In obmagaeT cieayomuM YpoBHEM AOCTYyNa U 3HAHUM:
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- o0najaer BceMU HEOOXOJMMBIMU aTpuOyTamu (Hampumep, mapoisiem), odec-
MEYUBAIOIIUMH JOCTYT K HEKOTOpOMY MoaMHOkecTBY [1]1H;

- paciojiaracTt KOH(l)I/II[CHI_II/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMCCT JOCTYIIL.

5.4 ATMUHHMCTPATOp CeTH

Anmunuctparop cetu, corpyanuk OO0 «MenJlabOkcenpeccy, OTBETCTBEHHBIH
3a (yHKIIMOHUPOBAHHUE TeleKOMMYHUKalMOHHOU moacuctembl MCIIJIH. Anmunu-
CTpaToOp CeTH HE MMEET IMOJHOMOYMH AJisi yrnpaBieHus MoJcCUcTeMaMu 00paboTKU
JMAQHHBIX U 0€30I1aCHOCTH.

AJMUHUCTpATOP CETH 00J1a/1aeT CIASAYIOIMM YPOBHEM JOCTYIIA U 3HAHMIA:

- o0nasaer yacThlo HHGOPMAIMU O CUCTEMHOM U MPHUKIAJHOM MPOTrPaMMHOM
ob6ecrieuernnu UCII/IH;

- o0nasaer yacTbio MHGOPMAIIMKM O TEXHUYECKUX CPEJICTBAX M KOHPUTypaluu
NCITdH;

- UMeeT (PU3UYECKUI JTOCTYIN K TEXHUYECKUM CpeicTBaM o0paboTku MHPOP-
Malliy U CPe/ICTBAM 3allUThI,

- 3HACT, I10 MEHbIIIEH MCpPC, OAHO JICTAJIbHOC MM JOCTYIIA.

5.5 Texuuueckuii CIeNUAJINCT MO 00CTYKMBAHUIO NepudepuiiHOro
00opy10BaHUA

Texaudeckuii crienuaarucT mo oociyxuBanuio, corpyaauk OO0 «MenJla69k-
CIpeccy», OCYIIECTBISET OOCTyKMBaHHE M HACTPONKY HepudepuitHoro odopymoBa-
Husg WCIIJIH. TexHUYecKHi CIEeNHAIMCT 10 OOCITY)KHBAHHIO HE MMEET JIOCTymHa K
I1/TH, HE UMeeT MOJTHOMOYHUH ISl YIIPABICHHS TOJICHCTEMaMU 00pabOTKH JaHHBIX U
0e30MacHOCTH.

TexHUYeCKHI CICIUATUCT IO 00CITYKUBAHUIO 00J1aaeT CICAYIOININM YPOBHEM
JOCTyTIa U 3HAHUU:

- oOnagaeT 4acThio HHGOPMAIIUA O CUCTEMHOM M IPHKJIATHOM IPOrpaMMHOM

obecrnieuennu UCII/IH;
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- o0nazaer yacTbio MHPOPMALIMM O TEXHUUYECKUX CPEJCTBAX U KOH(Urypauuu
NCTIdH;

- 3HAcCT, 110 MEHBILICH MCPC, OAHO JICTAJIBHOC MM JOCTYIIA.

5.6 IIporpammuct-pazpadoruuxk UCIIIn

[IporpaMMuCTBI-pa3pabOTYUKK (IMMOCTABIIMKK) MPUKIAJTHOTO MPOTPAMMHOTO
oOecrieueHus, 00ecrneunBaroIlie ero CONpoBOXKICHNE Ha 3amuiaeMomM oobekre. K
JAHHOM TpyIIIe MOTYT OTHOCUThCS Kak coTpyauuku OO0 «MenJlabDxkcmpecc», Tak
U COTPYIHUKH CTOPOHHHUX OpraHu3aIiuii.

JInio 3ToM KaTeropuu:
- obnamaer uHdopmalmeld o0 alropurMax M nporpamMmmax oo6padoTku MHEGOP-

Mmaruu Ha UCIIH;

- 001a1aeT BO3MOYKHOCTSIMH BHECCHHS OIIHMOOK, HEJCKIApUPOBAHHBIX BO3-
MOKHOCTEH, MPOrpaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX MPOrpaMM B MPOTrpaMMHOE
obecneuenue UCII/IH Ha cTaguu ee pa3paOOTKH, BHEIPEHUS U CONPOBOXKICHUS;

- MOKET pacrojiaraTh JIOOBIMH (parMeHTamMu HHGOPMAIMU O TOMOJIOTHH
NCIIIa u TexHudyeckux cpeacTBax oOpaboTku u 3amuThl [1J{H, 0OpabaTeiBacMbIX B

WCTI/Tn.
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6 TpeOoBanus K nepcoHasy mo odecrnedeHuro 3amuThl I1/1n

Bce corpynauku OOO «MenJlabOkcnpeccy, SIBASIOMIUECS MOIb30BATESIMU
NCIIIH, 10KHBI YE€TKO 3HATH M CTPOTO BBHITIOJIHITH YCTAHOBJIEHHBIE MPaBuiia U 0051-
3aHHOCTH MO JIOCTYTY K 3alllUIIaeMbIM 00bEKTaM U COOJIIOJICHUIO IPUHATOTO PEeKUMa
6e3omacHoctu [1]1H.

[Ipu BCTymiIeHMM B JOJKHOCTH HOBOTO COTPYJIHHMKA HENOCPEICTBEHHBIN
HaYaJIbHUK TIOJIpa3/IeJICHUsI, B KOTOPOE OH TMOCTYyMaeT, o0si3aH OpPraHu30BaTh €ro
03HAKOMJICHHE C JIOJDKHOCTHOM MHCTPYKIIMEH U HEOOXOJUMBIMU JIOKYMEHTaMHU, pe-
rJIAMEHTUPYIOMMU TpeOoBanus 1o 3ammuTe [1JlH, a Takke oOydeHUue HaBbIKAM BBI-
MOJIHEHUST TIPOIEAYpP, HEOOXOAMMBIX JJIi CAHKIIMOHUPOBAHHOTO HCIIOIb30BAHUS
NCII .

CoTpynHHK JTOKEH ObITh O3HAKOMIJICH CO CBEJCHUSIMU HacTosmen [lonmutuku,
OpUHATHIX Tpoueayp padotsl ¢ anementamu UCTTIn u C3I1/]H.

Corpynauku OO0 «MenJlabDxkcmpeccy, UCTOIB3YIONINE TEXHUYECKUE CPei-
CTBa ayTEeHTU(UKAIMHU, IOKHBI OOECleYrMBaTh COXPAHHOCTb HUIACHTU(UKATOPOB
(amexTpoHHBIX Kitouel) u He gomyckaTh HCJl k HMM, a Tak k€ BO3MOXHOCTh HX
yTepU WM MCIOJIb30BaHUS TPEThUMU JHIaMu. [loap30BaTenu HECYT MEPCOHATBHYIO
OTBETCTBEHHOCTbH 32 COXPAaHHOCTh UJIEHTU(HUKATOPOB.

Corpynauku OO0 «MenJlabDxkcmpece» MOMKHBI CIIEIOBATh YCTAHOBICHHBIM
nporeaypaM nojaaep:xkanus pexxkuma 6ezonacuoctu 111 npu BeiGOpe M MCONB30Ba-
HUU TapoJiel (ecau He UCTIONB3YIOTCS TEXHUUECKHUE CPEJICTBA ayTeHTU(DUKAIINN).

Corpynanku OO0 «MenJlabDxkcmpece» TOKHBI 00eCIeurnBaTh HAJICKAIITY IO
3amuTy 000pyI0BaHUS, OCTABISIEMOT0 O€3 MPUCMOTPa, OCOOCHHO B TeX CIIy4asiX, KO-
rja B MOMEIICHUE MMEIOT JOCTYHN MOCTOPOHHME Jiniia. Bece monb3oBaTenu JOJIAKHBI
3HaTh TpeOoBaHus mo Oe3zomacHoctH [IJIH M mpomeayphl 3amUTBl 000PYIO0BaHUS,
OCTaBJICHHOTO 0€3 MPHUCMOTPA, a TaK)KE CBOM OOSI3aHHOCTH MO OOECIICUCHHUIO TaKOi
3aIUTBHI.

CoTpynHuKaM 3ampeliaeTcsi YCTaHABIMBATH IMOCTOPOHHEE MPOrPaAMMHOE
obOecrnieueHue, MOAKIIOUYATh JIMYHBIE MOOUJIbHBIE YCTPOMCTBA U HOCUTEIU MH(OpMa-

OHH, a TaK JXC 3allMChIBATh HAa HUX 3alIUIIACMYIO I/IH(bOpMaI_[I/IIO.
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CoTpyaHukaM 3ampelaercs pasriamarh 3alUilaeMyl0 UHPOpMaln, KOTO-
pas cTana UM HU3BecTHa Ipu padore ¢ uHpopmanronHbiMu cuctemamu OO0 «Men-
JIaGDxkcmpeccy, TPEThUM JIHLIAM.

[Tpu pab6ore ¢ I1/In 8 UCII[Jn corpynuuku OOO «MenJlabDkcnpece» o0s3a-
HbI 00€CIEYUTh OTCYTCTBHE BO3MOXKHOCTU IIpocMoTpa I1J[H TpeTbumu numamMu ¢ Mo-
HUTOpOB APM ni TepMHUHAIIOB.

[Tpu 3aBepuienuu padotel ¢ UCII[AH corpyanuku o6s3anHbl 3amutute APM
WIM TEPMHUHAJIBI C MMOMOIIBIO OJOKMPOBKHU KIIOUOM WJIM 3KBHUBAJIEHTHOTO CpPEJCTBA
KOHTPOJIs, HAaIPUMeEp, TOCTYIIOM IO MapoJIko, €CIU HE UCTIONIBb3YIOTCS 00Jiee CUIIbHBIE
CpelICTBA 3aIIUTHI.

Corpynauku OO0 «MenJlabDxcnpecc» AOMKHBI OBITH MPOUH(POPMUPOBAHBI
00 yrpo3ax HapyuieHus pexkuma Oe3omacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro
HapyuieHue. OHU JOJKHBI ObITh 03HAKOMJICHBI C YTBEPXKIECHHOM (opMaibHOM mpo-
LHEAYpPON HAIOKEHUS JUCLHUIUIMHAPHBIX B3bICKAHWA HAa COTPYJHUKOB, KOTOpBIE
HapyIINUIN PUHATHIE OJUTUKY U Ipoueaypsl 6ezonacHoctu I1/1H.

Cotpynauku 00s13aHbBI 0€3 MpoMeJIeHUs coo0maTh 060 BceX HaOII0aeMbIX
WIN NOJIO3pUTENBHBIX citydasx pabotsl UCII/IH, Morymux nosiaeds 3a cOOOH yrpo3bl
oe3omacHoctu I1JIH, a Takke O BBIABICHHBIX UMH COOBITHSX, 3aTparuBaroIIMX Oec3-
ormacHocTh 11JIH, pyKOBOACTBY NOJApa3IEICHUS U JIMILY, OTBEYAIOIIEMY 32 HEMEJICH-

HOE pearnpoBaHue Ha yrpo3bl 6e3onacHoctu [1J1H.
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7 J10JKHOCTHBIE 00s13aHHOCTH noJib3oBarTesied UCIIAn

HomxHocTHbIe 00s3aHHOCTH nonb3oBarened UCII/IH onucansl B cneayrommx
JOKYMEHTaX:

- Mactpykuusg agmuauctparopa UCIJIH;

- Nactpykimsg agmuanctparopa 6esonacaoctu UCIH;

- Mactpykums noab3zoBareist MCITH;

- UHCTpYyKIMS TOJAb30BATEIISI IPU BO3ZHUKHOBCHUHM BHEIITATHBIX CUTYAIIMU.

27
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8 OtBercrBeHHOCTH coTpyaHuKOB UCIIIHn OO0 «MeaJlabIkenpece»

B cootBerctBUU co cT. 24 @enepanbHoro 3akoHa Poccuiickon denepauu ot
27 nrons 2006 r. Ne 152-@3 «O nepcoHanbHBIX JTaHHBIX» JIMLIA, BAHOBHBIE B HApy-
meHun TpeboBaHU NaHHOTO PenepallbHOro 3aKOHA, HECYT I'PaKJAHCKYIO, YTOJIOB-
HYI0, aAMUHUCTPATUBHYIO, JUCIUIUIMHAPHYIO U UHYIO IPEAYCMOTPEHHYIO 3aKOHO 1A~
TesibcTBOM Poccuiickont denepany OTBETCTBEHHOCTD.

JleiicTByto111ee 3aKOHOAATENbCTBO PD MO3BOMISET MPEABABIATh TPEOOBAHUS 110
oOecrieueHuto 6e3omacHoOi paboThl ¢ 3amMIaeMol MHpOpMalMel U mpeaycMaTpu-
BAeT OTBETCTBEHHOCTh 3a HAPYIIEHUE YCTAHOBJIEHHBIX MpaBu dKcIutyaTtauuu 9BM u
CHUCTEM, HEeIMPaBOMEPHBINH NOCTyn K WHGOPMAIUU, €CIU ATU JCHCTBUS TPUBEIU K
YHUYTOXKECHHIO, OJOKHPOBAHUIO, MOAU(PUKAIIMKA WHPOPMAIIMU WM HAPYIICHUIO Pa-
601e1 OBM wunu cereit (cratbu 272,273 u 274 YK PO).

Anmunuctparop UCII[AH u agMuHUCTpaTop 6€30MaCHOCTH HECYT OTBETCTBEH-
HOCTbh 32 BCE JICUCTBUS, COBEPIIEHHBIE OT UMEHU MX YUYETHBIX 3alUCEN WU CUCTEM-
HBIX YUYETHBIX 3aIHCEH, eclii He JoKa3aH (PakT HeCaHKIIMOHUPOBAHHOTO HCIIOJIh30Ba-
HUS YYETHBIX 3aIUCEH.

[Tpu napymenusx corpyaaukamu OO0 «MenJlabDkcmpeccy — moiabp30BaTeNei
NCIIIn npaBui, cBs3aHHBIX ¢ Oe3omacHocThio I1J[H, OHM HECyT OTBETCTBEHHOCT,
YCTAaHOBJICHHYIO JE€WCTBYIOIIUM 3aKOHOIATENbCTBOM Poccuiickoit Ddenepanuu.

[IpuBeneHHbIC BBINIE TPEOOBAHUS HOPMATHBHBIX JOKYMEHTOB IO 3aIllUTE WH-
dbopmaru TODKHBI OBITH OTpakeHbl B Ilomokenmsx o moxapazaeneHusix OO0
«MenJla63Okcnpeccy, ocymectisitonux oopaborky [11n B UCII[H m momxHOCT-
HBIX HHCTPYKIHAX coTpyaaukoB OO0 «MenJlab3Okcmpeccy.

Heo6xomumo BHectn B Ilomoxenust o moapasaencHusax OO0 «MenJlabDkc-
npeccy, ocyuectpistonmx oopadorky I1/In B UCII/IH cBenenusi 006 OTBETCTBEHHO-
CTU MX PYKOBOAMTENIEH W COTPYAHUKOB 3a pas3rilallicHHEe U HECAHKIMOHUPOBAHHYIO
Moaudpukanuio (uckaxenue, panbcudpuxanuio) IIJIH, a Takxke 3a HempaBOMEpPHOE

BMEIIIATEJILCTBO B MPOILIECCHI X aBTOMATU3UPOBAHHON 00pabOTKHU.
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9 CIIUCOK MCIOJIB30BAHHBIX HCTOUHUKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMU U METOJAMYECKHUMH JTOKYMEHTaMH, Ha
KOTOpBIX Oa3zupyetcs HacTodiee [lonoxenue sBasOTCS:

1 ®enepanbubiii 3akoH 0T 27.07.2006 1. Ne 152-D3 «O nepcoHanbHBIX JaH-
HeIX» (nanee — @3 «O mepcoHANbHBIX [aHHBIX)»), YCTaHABIIMBAIOIIMI OCHOBHbBIE
OpUHLMIBL U ycnoBusi oOpabotku II/[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00paboTkoii [1][H.

2 «Ilonoxenue 06 obecrnieueHUH O€30MACHOCTH MEPCOHATBHBIX JTaHHBIX MpPHU
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX», YTBEPKIICH-
Hoe [ToctanoBnenuem IlpaButensctBa PO ot 17.11.2007 r. Ne 781.

3 «Ilopsnok mpoBeneHus KiacCU(PUKALIUU WHPOPMALMOHHBIX CUCTEM MEpPCO-
HaJbHBIX JAHHBIX», yTBEpKAEHHbIN coBMecTHBIM [Ipukazom @CTIK Poccum Ne 55,
®CBb Poccun Ne 86 u Munundopmcsszu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenne 006 OCOOEHHOCTAX OOpPaOOTKM MEPCOHATBHBIX TAHHBIX, OCY-
HIECTBIIIEMON 0€3 UCIOJIb30BAHMSI CPEACTB aBTOMATHU3AIMNY, yTBepkaeHHoe [locTa-
HoBJlieHueM [IpaBurenscTBa PD ot 15.09.2008 1. Ne 687.

5 «TpebGoBaHus K MaTepUaIbHBIM HOCUTEISIM OMOMETPUUECKHUX MTEPCOHATBHBIX
JAHHBIX U TEXHOJIOTHSIM XPAaHEHMsI TaKUX JIaHHBIX BHE WH(OPMAIMOHHBIX CHUCTEM
IIEpCOHAJIBHBIX JAHHBIX», YTBepKIcHHbIC [locTtaHoBieHneM I[IpaBurensctBa PO or
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOIMYECKHE NOKYMEHTHl DefepanbHOil CiyKObl M0 TEXHHU-
YECKOMY M 3KcnepTHOMY KOoHTpoito Poccuiickoit denepannn (nanee - ®CTIK Poc-
cun) mo obecneuennto 6e3onacHoctu [1JIn npu ux o6padotke B UCII/H:

7 PexoMeHaamuu no odecrneuyeHno 0€30MacHOCTH NMEPCOHANbHBIX JAHHBIX MPU
X 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX, YTB. 3aM. 1H-
pekTopa ®CTIK Poccuu 15.02.08 r. (JICII)

8 OCHOBHBIE MEPOIPUATUS [0 OPraHU3ALMN M TEXHUYECKOMY OOECIEUEHUIO
0€30MacHOCTH MEePCOHANBHBIX JAaHHBIX, 00padaThiBaeMbIX B MH(GOPMAIMOHHBIX CH-

cTeMax MEPCOHAIbHBIX NAaHHBIX, YTB. 3aM. aupekropa PCTIOK Poccum 15.02.08 r.
(ACLI)
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9 bazoBast Mojienb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX 00pa-
00TKe B MHPOPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. JUPEKTOpa
OCTOIK Poccuu 15.02.08 r. (JICII)

10 Meroauka omnpeneneHus aKTyaJlbHbIX YIrpo3 0€30MacCHOCTH MEPCOHATbHBIX
JAHHBIX MPU UX 00pabOTKe B MHPOPMALMOHHBIX CHUCTEMAaX MEPCOHAJbHBIX JTaHHBIX,

yTB. 3aM. qupektopa PCTIK Poccun 15.02.08 r. (JACII)
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Hpunoxenue 1

Ne [Tnan - mepeyeHb TEXHUIECKUX MEPONpUsATHii o obecriedyennn 6e3onacuaoctu UCIT/] K3 K2 K1
| B noacucremMe ynpapieHus JOCTYOM:
PeanuzoBaTh naeHTH(UKALNIO U IPOBEPKY MOIMHHOCTH CyOBEKTOB JIOCTYTA MPHU
1 BXxoje B onepannonuyto cucreMy MCII/IH o maposro ycinoBHO-TTOCTOSSHHOTO JIeH- + + +
CTBUSI, JUTHHOW HE MEHEE IIeCTH OYKBEHHO-ITU(POBBIX CUMBOJIOB;
PeanuzoBaTh naeHTH(UKAINIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB oOpadboTku [1/1H,
2 y350B UCII/IH, KOMOBIOTEPOB, KaHAJIOB CBsA3M, BHEIIHUX ycTpoiicTB UCII/IH mo nx - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 Pe;aJ'II/ISOBan UIEHTU(UKAIUIO IPOTPAaMM, TOMOB, KaTaJloroB, (aiiioB, 3amucei, mo- i . n
JIeH 3amuceil Mo UMEHaM;
4 PeanusoBath KOHTPOJIb 10CTYIIa CyOBEKTOB K 3aIIUIAEMbIM PECYpPCaM B COOTBET- i . n
CTBHH C MaTpUlEH AOCTYyNa;
npu Hammanu noakoueHus MCIIIH k ceTssM 00111ero mojb30BaHus JT0KHO ITPUMe- He vmxe 5-ro He vmxe 4-ro He mmxe 3-ro
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3allM- | YPOBHS 3allU- | YPOBHS 3alllU-
HIEHHOCTH HIEHHOCTH HIEHHOCTH
Jlst oGecniedeHust 6e3onacHoOro MexceTeBoro B3aumoaeicteus B UCIIn s pas- He mmxe 5-ro He vmxe 4-ro He mmxe 3-ro
6 HBIX KJIACCOB HEOOXOIMMO HCII0JIb30BaTh MO YPOBHS YPOBHS YPOBHS
3AIIUIIEHHOCTH | 3aIIMILEHHOCTH | 3alUIIEHHOCTH
11 CpencTBO 3alUThl OT IPOrpaMMHO MateMaTudeckux Bozneiictuii (IIMB):
PeanuzoBaTh uieHTHGUKALINIO U ayTEeHTU(DUKALINIO CyOBEKTOB AOCTYIA IPHU BXOJIE B
CPEeZACTBO 3alllUThl OT MPOrpaMMHO MaTeMaTuueckux BozzaercTeuil (IIMB) u nepen
1 BBITIOJTHEHUEM UMM JFOOBIX ONEpaluii Mo ynpaBieHH0 GYHKIUSIMU CPEACTBA 3alllH- L . n

1! 0T [IMB 1o napoJto (WM ¢ UCTIoJIb30BaHUEM MHOTO MEXaHW3Ma ayTeHTH(HKa-
IIUH) YCIOBHO-ITOCTOSIHHOTO JIeHCTBUS JJTMHON HE MEHee MIeCTH OyKBEHHO-
1IM(POBBIX CUMBOJIOB;
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Ocy1iecTBIsATh KOHTPOJIb JIFOOBIX JEHCTBUI CyOBEKTOB JOCTYMA 110 YIPABICHUIO
¢byHKUMAMHU cpeacTBa 3amuThl oT [IMB TonbKO MOCe MpoBeIeHHsI €ro YCIEeIHON
ayTeHTU(UKAIIHNH;

[IpeaycMoTpeTs MexaHU3MBI OJIOKMPOBAHUS IOCTYIIA K cpeacTBam 3amuTsl oT [IMB
MIPY BBIMOJIHEHUM YCTAHABIMBAEMOI0 YHMCIIa HEYIAYHbBIX MTONBITOK BBOJA MapOJIs;

HeoOxoaumo npoBoauTh uieHTUGUKaALUIO (hailiIoB, KaTajaoros, MPOrpaMMHBIX MO-
JTyJie¥, BHEIIHUX YCTPOMCTB, HCMOJIb3YEMBIX CPEeACTB 3aluThl oT [IMB;

111

B nozacucreMe perucrpanyu u yuera:

Ocy1ecTBIATh perucTpaiuio Bxoaa (BbIxoaa) cyObeKkTa 10cTyna B CUCTEMY (U3 CH-
CTEMBI), INOO PErUCTPALIMIO 3arPY3KU M MHULMAIU3AIMN ONIEPAlMOHHON CUCTEMBI U
ee MPOorpaMMHOr0 OCTaHOBa. Perucrpanus BbIX0a U3 CUCTEMbI UJIM OCTAaHOBA HE
IIPOBOJIUTCS B MOMEHTSHI anmnapaTtypHoro otkiatouenuss UCIIIH. B napamerpax peru-
CTpalliu yKa3bIBalOTCS J1aTa U BpeMs BXojia (BbIX0/a) CyObeKTa JOCTYIa B CUCTEMY
(M3 cucTEeMBl) WK 3arpy3KH (OCTaHOBA) CHCTEMBI,

[IpoBOAUTH yUeT BCEX 3alUIIAeMbIX HOCUTENEH HH(DOPMAITUK ¢ TTIOMOIIBIO UX JTHO00M
MapKHPOBKH U C 3aHECEHHWEM YYETHBIX JJAHHBIX B )KypHa (YUCTHYIO KAPTOUKY);

[IpoBoaUTH perucTpaluio BXoa/Bbixo/1a CyObeKTOB IOCTyIa B CPEACTBO 3aLIUTHI OT
[IMB, peructpaiiuio 3arpy3Ku 1 HHULAAIU3AIU 3TOTO CPEICTBA U €€ MPOrpaMMHO-
ro ocTaHoBa. B mapamMeTrpax perucTpanuu yKka3blBaeTcsi BpeMs U JlaTa BXOJa/BbIX0/1a
cyObeKTa J1octyna B cpeacTBo 3amuthl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpe-
CTBA, a TaKXKe UACHTU(DUKATOP CyOBEKTa AOCTYIA, UHUIIMUPOBABIIETO IaHHbIE JeHi-
CTBUSL;

[IpoBoauTh peructpanuio coobITuil IpoBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
perucTpaiuy yka3blBaloTcs BpeMsl U J1aTa MpoBepkH uiu oOHapyxenus [IMB, nnen-
Tudukarop cyobekTa JOCTyna, MHUIIUUPOBABIIETO IaHHBIE IEHCTBUS, XapaKTep BbI-
MOJTHAEMBIX AEUCTBUI 1O MPOBEPKE, TUI 0OHAPYKEHHON BPEIOHOCHOM MPOrpaMMmbl
(BII), pe3ynbraT neiicTBuil cpeacTBa 3amuThl o 61okupoanuio [IMB;

[TpoBoaUTH peructpaluio COOBITUN IO BHEPEHHUIO B CPeCTBO 3amuThl oT [IMB na-
KeTOB 0OOHOBJICHMI. B mapaMeTrpax perucTpaiuu yka3blBalOTCs BpeMs U Jata 0OHOB-
TIeHUS, UICHTU(PUKATOP CYOBhEKTa I0CTyIa, HHUIIMMPOBABIIIETO JTAHHOE JeHCTBHE
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BCpPCUA U KOHTPOJIbHAA CyMMa ITaKEeTa O6HOBJI€HI/I$I;

[TpoBOIUTH perucTpaIyio cOOBITHI 3ayCcKa/3aBepiieHusi paboThl MOYJIEH CpeICTBA
samutsl oT [IMB. B mapamerpax perucrpanny yKka3blBarOTCS BpeMs U JjaTa 3aIryc-
Ka/3aBepieHus: paboThl, HIEHTU(PUKATOP MOTYJIsA, UACHTU(UKATOP CyOBEKTa AOCTY-
11a, THUIIMMPOBABILIEr0 JTAaHHOE ACWCTBUE, PE3YyJIbTaT 3alycKa/3aBeplieHus padoThl;

JIOJKHA TTPOBOJIUTHCS perucTpaiys COObITHI yIipaBiieHUs: CyOBEKTOM JI0CTyIa
¢byskusamu cpeactsa 3amutel oT [IIMB. B mapamerpax perucrpanuu ykasslBatoTcs
BpeMs U J1aTa COOBITUS yIPaBICHUS KaXX10M QpyHKUKEH, HIeHTU(UKATOP U CHel -
¢bukanus GyHKINH, HAEHTU(UKATOp CyOBEKTa AOCTYIa, MHUIIMMPOBABIIETO TaHHOE
JENCTBHE, PE3YJIbTAT ICHCTBHS;

[IpoBoauTH perucrpanuio COObITUI MOMBITOK JOCTYTA MPOTrPAMMHBIX CPEJICTB K MO-
IyJisiM cpeacTsa 3amuTsl oT [IMB mnm ciennansaeiM noBymkam. B mapamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCS BPEMs U JaTa MOMbBITKU AOCTYIa, HACHTU(UKATOP MOIYIIS,
uaeHTu(UKaTOp U crienuuKanus Moy cpeacTa 3amuThl oT [IMB (cnienmanbHoM
JIOBYIIKH), PE3YJIbTAT MOMBITKU AOCTYIIA;

[TpoBOoAUTH perucTpamnmio cOObITHI OTKaTa s cpencTBa 3anuTel oT [IMB. B mapa-
METpax PErUCTPaLlMU YKa3bIBAIOTCS BPEMs U J1aTa COOBITUS OTKaTa, crienuuKanus
NeMCTBUM OTKaTa, UIeHTU(PUKATOp CyOBEKTa I0CTyIa, MHUIIMAPOBABIIETO TAHHOE
JICUCTBUE, PE3YJIbTAT ICUCTBUSI;

10

O0ecneunTh 3al0UTy JaHHBIX PErUCTpallii OT UX YHHYTOXCHHA WU MO,I[I/I(l)I/IKaHI/II/I
HapyHUIUTCIICEM;

11

PeanuzoBaTh MeXaHU3MBI COXPAHCHUA JAHHBIX PErUCTPpAllMU B CIIydac COKpALlCHUS
OTBCACHHBIX 10 HUX PECYPCOB;

12

Peann3oBaTh MEXaHHU3MBbI IPOCMOTPA U aHAJIHM3a JAaHHBIX PErMCTPALUU U UX (Puib-
Tpaluu 1O 33JaHHOMY Ha0Opy mapaMeTpoB;
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13

[TpoBOIUTH aBTOMATUYECKUN HETIPEPHIBHBIM MOHUTOPHHT COOBITHIA, KOTOPHIE MOT'YT
ABJIATHCA NIpUUKHON peannsauuu [IMB (co3nanue, pegakTupoBaHue, 3a1Ch, KOMIIH-
JSIHST 0OBEKTOB, KOTOPBIE MOTYT cofepxarpb BIT).

14

PeanuzoBaTh MeXxaHM3M aBTOMAaTHYECKOT'O aHAJIM3a JJAHHBIX PErHCTPALIUHU T10 111a0J0-
HaM THUIOBBIX MposiBiieHni [IMB ¢ aBToMaTH4eckuM uX OJOKHPOBAHUEM H YBEIOM-
JIEHHUEM aJIMUHUCTpaTOpa O€30MaCHOCTH;

15

[IpoBOaUTH HECKOIBKO BHIOB yueTa (IyOnupyroIMX) ¢ perucTpanuei Bbiauu (mpu-
emMa) HocuTeNlel HHpopMaIuH;

16

OcymecTBISITh pErucTpaIuio Bxoaa (Bpxo/1a) CyObEeKTOB IOCTYIa B CUCTEMY (U3 CH-
CTEMBI), TUOO PEruCTpaIrs 3arpy3Ki ¥ MHUITHAIA3AIINN OTIEPAITMOHHON CHCTEMBI.

17

OcCy1IecTBISTh pErucTpalMio BblJauy MeYaTHbIX (TpaduuecKkux) J0KyMEHTOB Ha
«TBEPIyI0» KOMHI0. B mapaMeTpax perucTpanuy yKa3sIBarOTCs (J1aTa U BpeMsl BbIJIa-
4y (oOpalneHus K MOJACUCTEME BBIBOIA), CIICITU(UKAIINS YCTPOHCTBA BBIJAYH — JIOTH-
YecKkoe UMs (HOMEP) BHEIITHETO YCTPOMCTBA, KPAaTKOE COJIep)KaHne (HaMMEHOBaHNE,
BHJI, (P, KOJI) ¥ yPOBEHb KOH(PHUICHIIMAIIBHOCTH JOKYMEHTA, UICHTH(HUKATOD
CyOBeKTa JIOCTYTIA, 3aITPOCHBIIETO JOKYMEHT;

18

OcyIIecTBISATh pErucTpalmio 3amycka (3aBepllieHrs) IporpaMM 1 MpoieccoB (3a1a-
HUH, 337a4), IpeIHa3HAuYEHHBIX JJIs 00paboTKH 3aIuiaemMbix ¢aitio. B napamer-
pax perucTpaiuu yKasbIBaloTCs JaTa U BpeMs 3amycka, uMs (MaAeHTU(UKATOp) Ipo-
rpaMMBI (TIpoliecca, 3aaHus), uIeHTUUKAaTOp CyOBbeKTa T0CTYyIIa, 3alIPOCUBILIETO
nporpaMmy (mpolecc, 3aJjaHue), pe3yiabTar 3amycka (yCHelIHbli, HeyCIeIHbIi — He-
CaHKIIMOHUPOBAHHBIN),

19

OcCyIIeCTBISTh PErHCTPALIMIO MOMBITOK AOCTYIIA MIPOrPaMMHBIX CPEJCTB (MPOrpamm,
MIPOLIECCOB, 3a/1a4, 3a/IaHni) K 3anuiaeMbiM (aiinam. B mapamerpax perucrpamnuu
YKa3bIBAIOTCSA JaTa U BpeMsl MOMBITKH JIOCTyTA K 3aluiaeMoMy (aiiry ¢ ykazaHHEM
ee pesynbTara (ycIelrHasi, HeycrenHas — HeCAaHKIIMOHUPOBaHHAs ), UACHTU(PUKATOD
cyObeKTa Jloctyna, cnenndukars 3ammiaemoro hainia;
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20

OcCy1IecTBISTh PErHCTPALMIO MONBITOK JOCTYIIA IPOIPAMMHBIX CPEJICTB K CIEYI0-
MM JONOJHUTEIBHBIM 3alIHIIAEMbIM 00bEKTaM JIOCTYIIa: TepMUHAJIAM, KOMIIBIOTE-
pam, y3nam cetu UCII/IH, nmuHusAM (KaHanam) CBS3U, BHELITHUM YCTPOICTBaM KOM-
MBIOTEPOB, TPOrpaMMaM, TOMaMm, Kataioram, (aiiinam, 3anmcsM, moysM 3anucei. B
napaMeTpax perucTpaluy yKa3bIBalOTCS JaTa U BpeMs MOMNbITKU JOCTYIA K 3alllyIa-
eMOMY OOBEKTY C yKa3aHHEM ee pe3ylbTara (yCIelHasl, HeyCIlelHas — HECaHKIINO-
HUPOBaHHAA), UIEHTU(UKATOP CyOBEKTa AOCTYIA, CHEU(PUKALUS 3aIUIAEMOT0
00BbEKTa — JJOTHYECKOe UMs (HOMED);

21

[IpoBoaUTH y4eT Bcex 3alMIaeMbIX HOCUTENEH HHPOPMAIIUH C TIOMOILIBIO0 UX Map-
KHPOBKH U C 3aHECEHHEM YUETHBIX JAHHBIX B XKypHaJl (YUYETHYIO KapTOUKY);

22

OcymecTBiIsITE OUUCTKY (0OHYJICHHE, 00e3THINBaHNE) OCBOOOKTAEMBIX 00IacTei
ONEPATUBHOMN MaMATH KOMITBIOTEPOB M BHEIIHUX HaKomuTesneil. O4ncTKa OCyIecTB-
JISIETCS OJHOKPATHON MPOU3BOJIBHOM 3aITMCHI0 B OCBOOOXKIAEMYIO 00JIaCTh MaMsITH,
paHee UCIIOJIb30BaHHYIO JUI XpaHEHUs 3alUIlaeMbIX JaHHbIX ((aitinoB, uHpopma-

1iH);

1\

B noxcucreMe o6ecrieueHus IETOCTHOCTH:

O6ecneunTh 1EIOCTHOCTH TPOrPAMMHBIX CpecTB 3amuThl B coctaBe C3I1/[H, a Tak-
e HEM3MEHHOCTh IIPOrpaMMHOM cpelibl. [Ipr 3TOM 11€T0CTHOCTD CPENICTB 3aLUTHI
MIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI [10 HATUYHIO UMEH (MAEHTU(UKATOPOB) KOMIIO-
HeHT C3I1/IH, 11e710CTHOCTS TPOTrPaMMHOM Cpe/ibl 00ECTICUNBACTCS OTCYTCTBHEM B
NCTIJIH cpenctB pa3pabOTKH M OTIAIKU IPOTPaMM;

OcymectBisaTh ¢puszndeckyro oxpany MCIIIn (ycTpoiicTB 1 Hocutenei nadopma-
1IMN), IpeaycMaTpuBaroiias KoHTpoub qoctyna B nomermenus MCIT/In noctoponanx
JIU1, HATTHYKUE HAJICKHBIX IPENATCTBUN I HECAHKIIMOHUPOBAHHOT'O TPOHUKHOBE-
Hus B nomentenust UCIIn u xpanunuine Hocureneld nadopManuu;

[IpoBoauTth nepuonuveckoe tectupoBanue Gpynkuuit C3I1In npu usmenenuu mnpo-
rpaMmmHOM cpenpl v nepconana MCII/IH ¢ mnoMonipto TecT-nporpamMm, UMUTUPYOLIUX
nonbiTku HCJ;

JOJIDKHBI OBITH B HAJTUYUU cpeacTBa BOCCTAHOBJICHUA C3HZ[H, npeaycMaTpuBaromme
BCIACHUC NBYX KOIIMH MMPpOrpaMMHBIX CPEACTB 3alUThI PIH(I)OpMElI.[PIPI, HUX TIepuoanydc-
CKO€ OOHOBJICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;




9¢

[TpoBOIUTH MPOBEPKY LIEIOCTHOCTU MOAYJIEH cpeacTBa 3amutel oT [IMB, Heo6xo-
JMMBIX ISl €T0 KOPPEKTHOTO (PYHKIMOHUPOBAHHUS, IPU €T0 3arpy3Ke ¢ UCIOIb30Ba-
HHUEM KOHTPOJIbHBIX CYMM;

ObecrieunTh BO3MOKHOCTh BOCCTAaHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-
puBarolas BeJCHUE JBYX KON MPOrpaMMHOI0 CPEJCTB 3aIUThI, €T0 EPHOINYE-
CKOE OOHOBJICHUE M KOHTPOJIb pa00TOCTIOCOOHOCTH;

Peann3oBaTh MeXaHU3MBI POBEPKH LIETIOCTHOCTH MTAKETOB OOHOBJIEHUN CPECTBA
3amuTsl OT [IMB ¢ ucnosb30BaHNEM KOHTPOJIBHBIX CYMM;

[TpoBoauth pezepBHOE kKonupoBanue [1/]H Ha oTUyk/1aeMble HOCUTENH UH(POPMAIIHH;

B noacucreMe aHTUBHPYCHOM 3allIUTHI:

[TIpoBoMTH aBTOMaTHYECKYIO MPOBEPKY Ha Hanuuue BII nnu nocneacteuii [IMB
npu ummnopte B MCII/[x Bcex mporpaMMHBIX MOIYJIEH (MPUKIIAIHBIX TPOTrpamMM), KO-
TOpbIe MOTYT coniepskath BII, mo ux TumnoBsiM m1abio0HaM U C IOMOIBIO IBPUCTHY €-
CKOI'0 aHAJIN3a;

Peanu3oBaTh MEXaHM3MBI aBTOMATHYECKOTO OJIOKUpOBaHUs oOHapykeHHbIX BII my-
TEM UX yAaJCHUS U3 IPOrpaMMHBIX MOIYJICH WM YHUUTOXKECHHUS;

PerymsipHo BeITIONHATH (TTpH IepBOM 3amycke cpeacts 3anmmThl [1/Jx ot [IMB u ¢
yCTaHABJIMBAEMOM MEPUOJANYHOCTHIO) IPOBEPKA Ha NpeaAMeT Hanuuus B HuX BII;

JlomxHa nHUIUKUPOBaThCA aBToMaTtuueckas nposepka MCII/IH Ha npenMer Hamuuus
BII npu BeisiBiieHnu ¢dakra [IMB;

PeanuzoBaTh MEXaHU3M OTKaTa JUlsl yCTaHABJIMBAEMOI'O YHCIIA ONIEPALMN yIaTICHUS
BII u3 onepatuBHOM WK TOCTOSIHHOW ITaMATH, U3 IIPOIPAMMHBIX MOJYJIEH U IIPHU-
KJIaJHBIX [IPOrpaMM HJIM IPOIPAMMHBIX CPEJICTB, coaepxkanux BII.

JononuaurensHo B UCII/IH noskeH npoBOANTECS HENPEPBIBHBIN aBTOMaTUYECKHI
MOHHUTOPHUHT MH(POPMALIMOHHOTO0 0OMEHA C BHEIIHEH CEThIO ¢ 11eJbI0 BhsiBiIeHus BII.

VI

KonTpons orcyrereus H/IB B 110 C3U1
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Jnist mporpaMMHOT0 00ecTIieYeHH s, UCTIONIb3yeMoro npu 3amute napopmarmu B MC-
[T11 (cpenctB 3amutel nHGopMmanuu — C3U, B TOM 4nciIe U BCTPOCHHBIX B 00IIeCH-
1 CTEMHOE U NMPUKIIaAHOE IporpammHoe odecnieuenue — [10), nomkeH ObITh 00ecrieueH + + +
COOTBETCTBYIOIINN ypOBEHb KOHTPOJIA oTcyTCTBUS B HeM H/IB (He nexnapupoBan-
HBIX BO3MOXKHOCTEN).

VII Oo6Hnapy>xenue Bropxkenuiit B UCI1JIxH

OO6Hapy’keHue BTOpKEHHUM JOJKHO 00eCrieunBaThCs MyTEM UCIIOJIb30BAHUS B COCTa-
Be VCII/IH nporpaMMHBIX HJIM IPOIpaMMHO-aINIapaTHBIX CPEACTB (cUcTeM) OOHa-
pyxxenus Bropxenuit (COB).

Heo6xomumo 00s13aTesbHOE NCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
VCIOJIb3YIOIIIME CUTHATYPHbIE METO/Ibl aHAJIM3a

Heo6xomumo 00s13aTesbHOE NCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOIIME CUTHATYpHBIE METO/Ibl aHAJIM3a U METO/IbI BBISIBJIICHUS] aHOMAIUI

VIII 3amura UCIT/Ia ot [IDMUH

Jlst o6paboTku nHpOopManuu Heooxoaumo ucnoib3oBath CBT, yaosnerBopsitomue
TpeboBaHuUsIM cTaHIapToB Poccuiickoit deneparuu 1o 3JIeKTPOMarHUTHOM COBMe-
CTUMOCTH, TI0 O€30ITaCHOCTH ¥ 3PTOHOMHUYECKUM TPEOOBAHUSAM K CPEJICTBAM OTOO-

! pakeHust UHGOPMALIUU, IO CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K BUICO M C- " * -
meiHbM TepmuHasiaM [I9BM (manpumep, 'OCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).
IX Onenka coorBerctBus MCII/IH TpeboBanmsm 6e3omacuoctu [1/]H
1 [IpoBectu 00s3aTenpHy0 cepTUhUKALIKIO (aTTecTalrio) Mo TpeboBaHUsIM Oe3omac- i . .
HOCTH HH(pOpMaIuy;
) JlexnapupoBaTh COOTBETCTBUE MIIM 0053aTEIbHYIO CEPTU(PHUKAIUIO (aTTECTAIUIO) IO N i i

TpeboBaHUsAM 0€301MaCHOCTH MH(GOpMaIUH (110 PEIICHHUIO OTIepaTopa);

[Tpumeuanue: g UCIIIH 4 kinacca nepedeHb meponpusatuil mo 3amute [1J[H onpenensercs B 3aBUCUMOCTH OT yiepbda Ko-

TOpBIﬁ MOET OBITh HAHECCH B CICACTBHMH HCCAHKIIMOHUPOBAHHOI'O WMJIKM HCIIPCAHAMCPCHHOI'O AOCTYIIA K HZ[H



